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Items Description Qty Remark
Server 1%t CPU: Intel Xeon Gold, 2.1G, 24C/48T 5 Equivalents or
2" CPU: Intel Xeon Gold, 2.1G, 24C/48T Higher

Memory: 512 GB
HDD: 2Nos x900GB 15K RPM SAS

Server 1%t CPU: Intel Xeon Gold, 2.1G, 24C/48T 1 Equivalents or
2" CPU: Intel Xeon Gold, 2.1G, 24C/48T Higher

Memory: 512 GB

HDD: 4 Nos x 2 TB 15K RPM SAS
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Items Description Qty | Remark
Storage 6Nos x 1.8TB 10K SAS 25X2.5 DRIVE 1 Equivalents or
10Nos x D4 800GB SAS FLASH 25X2.5 SSD Higher
CNA 4x16Gb FC SFPs
VMware VMware vSphere 7 Standard for 2 processor | 10 | Equivalents or
Production Support Coverage VMware Higher
vSphere 7 Standard for 2 processor
vCenter VMware vCenter Server 7 Standard for 1 Equivalents or
vSphere 7 (Per Instance) Higher
Production Support Coverage VMware
vCenter Server 7 Standard for vSphere 7
(Per Instance)
Operating | Windows Server 2022 Standard - 2 Core 1 Equivalents or
System License Pack - Corporate Higher
Windows Server 2022 - 1 User CAL -
Corporate
Server Antivirus
Backup Vertias Simple backup software 3 Equivalents or
Higher
Database | Microsoft SQL 2019 Enterprise License 1 Equivalents or

Higher
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Items Description Qty | Remark
Security Network Infrastructure & System 1

and Monitoring

Monitoring - Web Monitoring

Virtual Machine Monitoring
Distributed Monitoring

Easy Management Web Ul
Network Monitoring

Application Monitoring

Services Monitoring

Tracking active checks

Support of multiple LDAP servers

for user authentication

Intrusion Detection System

Accelerate Threat Detection
Network Based Detection
Host Based Detection

File Integrity Monitoring
Quickly View Threats in the
Dashboard

Automatic Notifications
Attack Intent & Strategy
Search and analyze Events

Check Assets and Vulnerabilities
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Backup System (Server | Storage &¢ ¢s000503¢0CqP:)

Items

Description

Qty

Remark

Server

15t CPU: Intel Xeon Gold, 2.1G, 24C/48T
2"4 CPU: Intel Xeon Gold, 2.1G, 24C/48T
Memory: 512 GB

HDD: 2Nos x900GB 15K RPM SAS

Equivalents

Higher

or

Storage

Synology RS 2821 PR+

CPU : AMD RyzenTM V1500B quad-core 2.2
GHz

Memory 32 GB DDR4 ECC UDIMM

External ports : 2 x USB 3.2 Gen 1 ports and

1 x Expansion port

PCle 3.0 slot : 1 x 4-lane x8 slot, Supports
network interface cards2 and M.2 NVMe

SSD adapter cards for SSD cache
Hardware encryption engine

Rackmount 3U

Rack installation support 4-post 19" rack
LAN ports 4 x 1GbE RJ-45

Compatible drive types

Data Protection & Backup Solution

Storage : 60 TB (HDD 2.5” SATA SSD)

Equivalents

Higher

or

VMware

VMware vSphere 7 Standard for 2 processor
Production Support Coverage VMware

vSphere 7 Standard for 2 processor

Equivalents

Higher

or
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Items

Description

Qty

Remark

Operating
System

Windows Server 2022 Standard - 2 Core
License Pack - Corporate

Windows Server 2022 - 1 User CAL -
Corporate

Server Antivirus

Equivalents or

Higher

Database

Microsoft SQL 2019 Enterprise License

Equivalents or Higher

Workstation

Dell XPS Desktop Computer & Antivirus

- Dell 24 Monitor -( White LED edge
light system)

- Keyboard (Wired)

- Mouse (Wired)

- UPS

- Endpoint security

- Windows 11 Pro licenses

- Microsoft Office 2019 Licenses

- 12th Gen Intel® Core™ i7-12700
processor

- Intel® UHD Graphics 770

- Memory: 16 GB, 2 x 8 GB, DDRS5,
4400 MHz;

- 512 GB, M.2, PCle NVMe, SSD

- Kasper Internet Security Antivirus

20

Network

N/w Cabling and Switching

N ¢

Disaster Recovery Data Center Infrastructure (Server | Storage &¢ 680605030 Cq)

Items Description Qty Remark
Server 1%t CPU: Intel Xeon Gold, 2.1G, 24C/48T 3 Equivalents or
2"4 CPU: Intel Xeon Gold, 2.1G, 24C/48T Higher

Memory: 512 GB
HDD: 2Nos x900GB 15K RPM SAS




°¢

Storage 6Nos x 1.8TB 10K SAS 25X2.5 DRIVE Equivalents or
10Nos x D4 800GB SAS FLASH 25X2.5 SSD Higher
CNA 4x16Gb FC SFPs

VMware VMware vSphere 7 Standard for 2 processor Equivalents or
Production Support Coverage VMware Higher
vSphere 7 Standard for 2 processor

vCenter VMware vCenter Server 7 Standard for Equivalents or
vSphere 7 (Per Instance)Production Support Higher
Coverage VMware vCenter Server 7
Standard for vSphere 7 (Per Instance)

Database | Microsoft SQL 2019 Enterprise License Equivalents or

Higher

(0)

Qo

C < C
]

C C C C C N N N
S’BQI(DS’BC\DGDC{IDS@COZ mcogczqe@@o)(ﬂoap_ou

Main Data Center Infrastructure (Network)

C C C N o _¢
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Items Model Description Qty
Firewalls | Fortigate-100F | 22 x GE RJ45 ports (including 2 x WAN ports, 1 x | 2
DMZ port, 1 x Mgmt port, 2 x HA ports, 16 x switch
ports with 4 SFP port shared media), 4 SFP ports,
2x 10G SFP+ FortiLinks, dual power supplies
redundancy.
FC-10-F100F- Unified Threat Protection (UTP) (IPS, Advanced
950-02-12 Malware Protection, Application Control, Web &
Video Filtering, Antispam Service, and 24x7
FortiCare)
Load FAD-220F Application Delivery Controller - 4x RJ45 and 4x | 2
Balancer SFP. 1 x GE RJ45 management port, 1x console
port. single power supply.
FC-10-AD2AF- Standard Bundle (24x7 FortiCare plus IP| 2
973-02-12 Reputation and FortiADC WAF Security Service)
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Core

Switches

C9300-24T-A Catalyst 9300 24-port data only, Network| 2
Advantage

CON-SNT- SNTC-8X5XNBD Catalyst 9300 24-port data only, | 2

C93002TA Network

C9300-NW-A-24 | C9300 Network Advantage, 24-port license 2

SC9300UK9-175 | Cisco Catalyst 9300 XE 17.5 UNIVERSAL UNIVERSAL | 2

Model Description Qty

PWR-C1- 350W AC 80+ platinum Config 1 Power Supply 2

350WAC-P

PWR-C1- 350W AC 80+ platinum Config 1 Secondary Power | 2

350WAC-P/2 Supply

CAB-TA-UK United Kingdom AC Type A Power Cable 4

SSD-240G Cisco pluggable USB3.0 SSD storage 2

STACK-T1-50CM | 50CM Type 1 Stacking Cable 2

CAB-SPWR- Catalyst Stack Power Cable 30 CM 2

30CM

TE-C9K-SW TE agent for IOSXE on C9K 2

C9300-DNA-A-24 | C9300 DNA Advantage, 24-port Term Licenses 2

C9300-DNA-A- C9300 DNA Advantage, 24-Port, 3 Year Term 2

24-3Y License

PI-LFAS-T Prime Infrastructure Lifecycle & Assurance Term - | 2
Smart Lic

PI-LFAS-AP-T-3Y | PI Dev Lic for Lifecycle & Assurance Term 3Y 2

D-DNAS-EXT-S-T | Cisco DNA Spaces Extend Term License for 2
Catalyst Switches

D-DNAS-EXT-S- | Cisco DNA Spaces Extend for Catalyst Switching - | 2

3Y

3Year




o6

TE-EMBEDDED- | Cisco ThousandEyes Enterprise Agent IBN 2
T Embedded
TE-EMBEDDED- | ThousandEyes - Enterprise Agents 2
T-3Y
C9300-NM-8X Catalyst 9300 8 x 10GE Network Module 2
NETWORK-PNP- | Network Plug-n-Play Connect for zero-touch| 2
LIC device deployment
Items Model Description Qty
SAN Dell Connectrix DS-6610B 8P/24P Switch w/rear-| 2
Switches to-front airflow (includes 8x16Gb SFPs and rack
mount kit)
8 x OM4 LC/LC Multi Mode Fiber Cable (optics
required), 5 Meter
8 x OM4 LC/LC Multi Mode Fiber Cable (optics
required), 5 Meter
Optional: Disaster Recovery Data Center Infrastructure (Network)
Items Model Description Qty
Firewalls | Fortigate-100F | 22 x GE RJ45 ports (including 2 x WAN ports, 1 x | 1

DMZ port, 1 x Mgmt port, 2 x HA ports, 16 x switch
ports with 4 SFP port shared media), 4 SFP ports,
2x 10G SFP+ FortiLinks, dual power supplies

redundancy.

FC-10-F100F-

950-02-12

Unified Threat Protection (UTP) (IPS, Advanced
Malware Protection, Application Control, Web &
Video Filtering, Antispam Service, and 24x7

FortiCare)
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Core

Switches

C9300-24T-A Catalyst 9300 24-port data only, Network| 1
Advantage

CON-SNT- SNTC-8X5XNBD Catalyst 9300 24-port data only, | 1

C93002TA Network

C9300-NW-A-24 | C9300 Network Advantage, 24-port license 1

Model Description Qty

SC9300UK9-175 | Cisco Catalyst 9300 XE 17.5 UNIVERSAL UNIVERSAL | 1

PWR-C1- 350W AC 80+ platinum Config 1 Power Supply 1

350WAC-P

PWR-C1- 350W AC 80+ platinum Config 1 Secondary Power | 1

350WAC-P/2 Supply

CAB-TA-UK United Kingdom AC Type A Power Cable 2

SSD-240G Cisco pluggable USB3.0 SSD storage 1

STACK-T1-50CM | 50CM Type 1 Stacking Cable 1

CAB-SPWR-30CM | Catalyst Stack Power Cable 30 CM 1

TE-C9K-SW TE agent for IOSXE on C9K 1

C9300-DNA-A-24 | C9300 DNA Advantage, 24-port Term Licenses 1

C9300-DNA-A- C9300 DNA Advantage, 24-Port, 3 Year Term 1

24-3Y License

PI-LFAS-T Prime Infrastructure Lifecycle & Assurance Term - | 1
Smart Lic

PI-LFAS-AP-T-3Y | PI Dev Lic for Lifecycle & Assurance Term 3Y 1

D-DNAS-EXT-S-T | Cisco DNA Spaces Extend Term License for 1
Catalyst Switches

D-DNAS-EXT-S- | Cisco DNA Spaces Extend for Catalyst Switching - | 1

3Y

3Year
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TE-EMBEDDED- | Cisco ThousandEyes Enterprise Agent IBN 1

T Embedded

TE-EMBEDDED-T- | ThousandEyes - Enterprise Agents 1
3Y

C9300-NM-8X Catalyst 9300 8 x 10GE Network Module 1

NETWORK-PNP- | Network Plug-n-Play Connect for zero-touch 1

LIC device deployment
Iltems | Model Description Qty
SAN Dell Connectrix DS-6610B 8P/24P Switch w/rear- 1
Switches to-front airflow (includes 8x16Gb SFPs and rack
mount kit)

8 x OM4 LC/LC Multi Mode Fiber Cable (optics

required), 5 Meter

8 x OM4 LC/LC Multi Mode Fiber Cable (optics

required), 5 Meter
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